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Purpose Recommendations

The purpose of this audit was to review the adherence to Information We observed several instances
Technology (IT) controls as they related to the Health Information System where policies and procedures
(HIS) application. were lacking or missing. We

also noted some weaknesses
around controls governing user

Highlights passwords. We noted several
We conclude that overall, Memorial adhered to the policies and procedures weaknesses in the controls of
that were in place. However, Memorial needs to create and/or improve on the application database
policies and procedures as well as internal control measures. During the administration.

course of our review, we identified seven areas where we believe internal
controls can be strengthened.

Our review indicated that
disaster recovery and business
continuity plans should be
enhanced. We also noted that
the Business Impact Analysis
(BIA) was not current and the
Service Level Agreement (SLA)
for the HIS application system
was missing some critical
components.

Management Response

Memorial either has implemented or is in the process of implementing
processes to address several of the issues noted. On two issues, Memorial
indicated that they believe they have adequate controls in place. Further
review of the additional and existing controls will be performed during the
follow-up on this audit.




OFFICE OF THE CITY AUDITOR
PUBLIC REPORT

Date: May 20, 2011

To: President Hente, President Pro Tem Martin and Council Members

Memorial Health System Compliance and Audit Committee
Re: 11-11 — HIS Application IT Review

We have conducted an audit of the Information Technology (IT) controls as they related to the Health
Information System (HIS) application at Memorial Health System (Memorial.) The HIS system is the primary
registration system used at Memorial. The HIS system houses the Medical Payment Information (MPI). The
system generates bills and maintains bad-debt accounts. It also generates census and statistical information
along with numerous reports. The primary users of the system were the Revenue Cycle Team and Finance.
Clinical staff also used the system to view and update Clinical Patient Alerts and to complete patient transfer,
bed swap, discharge, or cancel discharge functions. As of January 2011, there were 3957 users defined in
HIS.

The purpose of this audit was to review adherence to Memorial policies and procedures along with best
practices regarding the controls of the HIS application system. You will note that parts of this report
have been redacted to help protect information stored in the system. City Council will see the data as

highlighted in yellow. In the public report, the highlighted data will appear as _

We conclude that overall, Memorial adhered to the policies and procedures that exit. However,
Memorial needs to create and/or improve policies and procedures as well as internal control measures.
During the course of our review, we identified seven areas where we believe internal controls should be
strengthened. These are listed in the attached report.

As always, feel free to contact me if you have any questions.

Sincerely,

Denny L. Nester

Interim City Auditor
MBA, CPA, CIA, CGFM, CFE, CGAP

Cc: Dr. Larry McEvoy I, Chief Executive Officer
Dr. Jonathan Velez, Chief Medical Information Officer, Chief Information Officer
Marilyn Goodloe, Director, Information Systems
John Wyckoff, Compliance Officer

City Council’s Office of the City Auditor
City Hall # 107 North Nevada Avenue ¢ Suite 200 ¢* Mail Code 1542
Colorado Springs, CO 80903
Tel 719-385-5991 ¢ Fax 719-385-5699 ¢ Reporting Hotline ¢ 719-385-2387
www.SpringsGov.com/OCA
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Memorial Health System HIS Application IT Audit
Office of the City Auditor

REPORT DETAILS

PURPOSE

The purpose of this audit was to review adherence to Memorial’s policies and procedures along with
best practices regarding the Information Technology (IT) controls of the HIS application system.

SCOPE

Included in this review were controls over the change control process, server/mainframe logical security
and access controls, database logical security and access controls, and disaster recovery/contingency
planning as they pertained to the HIS application system.

BACKGROUND

The HIS system is the primary registration system used at Memorial Health System. The HIS system
houses the Medical Payment Information (MPI). The system generates bills and maintains bad-debt
accounts. It also generates census and statistical information along with numerous reports. The
primary users of the system were the Revenue Cycle Team and Finance. Clinical staff also used the
system to view and update Clinical Patient Alerts and to complete patient transfer, bed swap, discharge,
or cancel discharge functions. As of January 2011, there were 3957 users defined in HIS.

This audit was conducted over several years. It was stopped on several occasions due to personnel
changes within the Office of the City Auditor as well as notice from Memorial that the system may be
discarded. Memorial subsequently decided to continue using the system. Consequently, many of the
dates cited in Memorial’s responses have already passed. The Office of the City Auditor will verify the
status of proposed changes during the annual follow-up audit next year.

CONCLUSION

We conclude that overall, Memorial adheres to the policies and procedures that exist. However,
Memorial needs to create and/or improve policies and procedures as well as internal control measures.
During the course of our review, we identified seven areas where we believe internal controls should be
strengthened.
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Memorial Health System HIS Application IT Audit
Office of the City Auditor

OBSERVATIONS, RECOMMENDATIONS AND RESPONSES

OBSERVATION 1 — MISSING POLICIES AND PROCEDURES

We noted the following policies and procedures did not address the following:

ensuring proper controls over the removal of disabled userids; _

ensuring proper controls over changes made to the application system;
; and
e ensuring roles and responsibilities of data ownership were defined.

AUDITOR’S RECOMMENDATION

We recommend that appropriate policies and procedures be developed and implemented to govern the
issues as noted. We also recommend that procedures include requiring the approval of management
when necessary.

MEMORIAL’S RESPONSE

- |

I o -l systems. The plan will be reviewed for approval by 7/29/2011.

e Information Services will be adding a position to the department focused on compliance. This
position will be responsible for auditing of systems. The I.S. Compliance Liaison was hired and
stared on 2/14/2011.

I .1t anc

approved by supervisor or above.

e The removing of disabled IDs will be the responsibility of _ The
disabled accounts will be reviewed _ prior to removal. _
T, i was completed in

March, 2011.
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Memorial Health System HIS Application IT Audit
Office of the City Auditor

e Change Control Policy was implemented in March, 2007 and was last reviewed in April, 2010.

e IS Operations has documented procedures for _

B »ocedures do need to be developed for [ G
I - s to review and complete procedures by 7/29/2011.

e Duties, roles, and responsibilities have been identified and segregated between DBA,

I - Policy and procedures will be created,
reviewed, and approved by 5/31/2011. | NN

_ IS will work with Human Resources to review job descriptions as well and
document core competencies for IS positions. Plan is to complete 6/29/2011.

AUDITOR’S RESPONSE

» 7he |
Y the clocument had in fact

been updated. However, this document did not appear to have been approved by Memorial
management and was still labeled as being in a draft state. We recommend this document be
updated such that it is no longer in a draft status and it is approved by Memorial management.

-section dealing with access control of users within - originally provided is virtually
the same as the later version of- that was provided. Neither version specifically

addresses [ ot st

We

recommend that - be updated to specifically address _
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Memorial Health System HIS Application IT Audit
Office of the City Auditor

OBSERVATION 2 — PASSWORD CONTROLS

All passwords were not set to expire at a minimum of every 60-90 days as defined in industry best
practices and as required for users of the National Institutes of Health. In addition, passwords were not
set to expire every- for users with special and security related privileges.

Non-expiring passwords present a security risk for several reasons:
e attackers have more time to use a brute-force attack to derive a password;

e an attacker who has compromised a password has access to the user’s capabilities within the
system until the user changes the password; and

e inappropriate and/or unauthorized access could be gained to sensitive data.

Users with special and security related privileges present a larger risk to the organization. Access gained
using the userids of these users can render the system unusable, can expose the data to unauthorized
change and/or unauthorized disclosure, and unauthorized or inappropriate access could go undetected
or unreported.

Additionally, the ability to guess a password depends on the complexity and length of the password. We
noted the minimum password length established at the application level for HIS was less than -

AUDITOR’S RECOMMENDATION

We recommend that system controls be implemented to require passwords to expire not more than .
I o seneral users and every |Jlfffor userids having administrative or other elevated
special privileges.

We also recommend that controls be implemented to require passwords to have a minimum length of
at least || . Ac we recommend that the complexity of passwords be increased by the

use of |

MEMORIAL’S RESPONSE

IS will be adopting a policy of forced password expiration ||| |  j j JE 'n the interest of minimizing
the disruptions to patient care, we are gathering requirements and researching _
_ such that forgotten passwords can be reset in an automated fashion .
_. We intend to roll out a minimum _ password length at the same time as the
new [

The removing of disabled IDs will be the responsibility of _ The disabled
accounts will be reviewed [N prior to removal. |
I 7 was completed in March 2011.
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Memorial Health System HIS Application IT Audit
Office of the City Auditor

OBSERVATION 3 — DISASTER RECOVERY AND BUSINESS CONTINUITY

The disaster recovery plan provided to us only addressed the recovery of || | | | | I and did not

specifically address _of the business functional areas. A
continuity plan also was not available that showed _

In the event of a disaster, incomplete disaster recovery and business continuity plans could result in
reduced capability and output, inefficiency, increased liability risk, and/or financial loss.

AUDITOR’S RECOMMENDATION

We recommend that the disaster recovery plan be updated to include details about recovery of -

_ of the HIS system. We also recommend that a _ be
developed which addresses |

MEMORIAL’S RESPONSE

Business continuity plans have been update«! [
I - related to the HIS.

Page 5 of 10



Memorial Health System HIS Application IT Audit
Office of the City Auditor

OBSERVATION 4 — BUSINESS IMPACT ANALYSIS

The Business Impact Analysis (BIA) provided had not been updated to reflect the current state of the
system. The document still stated that the BIA was in draft form.

Without a current BIA, critical systems could be missed when determining what to recover and when the
recovery should be accomplished, i.e. the recovery time objective. Also, the recovery point objective, or
the point in time the data should be recovered to, may not be met. Both of these situations may result
in exposing the organization to avoidable expense and loss.

AUDITOR’S RECOMMENDATION

We recommend that the BIA be completed and updated at least annually or at any time there are
changes to any of the system or business processes. We also recommend that the recovery point
objective and recovery time objective be determined for all critical systems.

MEMORIAL’S RESPONSE

The Business Impact Analysis (BIA) documents are being reviewed and updated. These BlAs are
scheduled to be updated by 06/29/2011.
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Memorial Health System HIS Application IT Audit
Office of the City Auditor

OBSERVATION 5 — SERVICE LEVEL AGREEMENTS

A Service Level Agreement (SLA) and addendums were found. However, they did not include critical
components that define the objectives, requirements, measurements, and accountability for the
support of the system. The service level agreement should:

e determine the objectives based on the strategic business needs;
e identify requirements for meeting objectives;

e include clear and impartial measurements;

e and establish accountability for the support of the system.

Without an adequate SLA, objectives and requirements of the business may not be met. In addition,
there is no means for measuring and defining accountability.

AUDITOR’S RECOMMENDATION

We recommend that the SLA be updated to include the critical components.

MEMORIAL’S RESPONSE

We will re-evaluate the SLA document and process based on _ This will be part of the
Application Management project. Goal is to complete analysis by 07/29/11 and implementation of
changes for SLAs by 12/31/11.
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Memorial Health System HIS Application IT Audit
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OBSERVATION 6 — DATABASE ADMINISTRATION

We noted the following weaknesses in controls over database administration:

e The database administrator (DBA) had the ability _ in

addition to the job as a DBA.

Inadequately segregated duties increase the risk that:

R/
0’0

R/
0’0

Y/
°
@,

0’0

erroneous or fraudulent transactions could be processed;
improper program changes could be implemented;
data could be inadvertently or intentionally modified or disclosed; and

computer resources could be damaged or destroyed.

e DBA job responsibilities were not adequately documented in the job descriptions provided and

specifically lacked the following:

0/
0.0
0/
0.0

0’0

database administration;
software management;

physical model and definition, execution, and maintenance of policies and procedures
for the database;

database operations which includes start/stop, message handling and database
availability;

logical design;
entities and relationship analysis and application construction; and

change control

Without a documented job description or policies that clearly describe employee duties an

employee cannot be certain they are performing the job as expected and management cannot

adequately measure employee performance.

e The database standards did not cover items such as:

the use and structure of passwords;

definitions of data interfaces of the data dictionary of the relational database
management system (RDBMS);

reorganization, restart and recovery of the database;
organization of the schema; and

procedures for deviating from the standards.
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Memorial Health System HIS Application IT Audit
Office of the City Auditor

Without adequate database standards, critical applications may not function as intended and
data may be accidentally or intentionally modified or disclosed.

AUDITOR’S RECOMMENDATION

We recommend that the DBA not be allowed to make changes to application source code or application
configuration settings. Defining adequate DBA job responsibilities in formal job descriptions and policies
would eliminate this inadequate segregation of duties. We also recommend that formal job descriptions
and policies and procedures address the other issues as defined above. And we recommend that the
lacking database standards listed be addressed in policies and procedures.

MEMORIAL’S RESPONSE
Duties, roles, and responsibilities have been identified and segregated between DBA, _

I o'y ond procedures will be created, reviewed, and approved

by 05/31/2011.

Y 15 will work with Human Resources

to review job descriptions as well as develop and document core competencies for IS positions. Plan is
to complete 06/29/2011.

Structure of passwords is addressed in _ IS has
implemented a data dictionary_ This is run at
least once a year and reviewed. |
N !5 corclucts 2
0000000000
I - His database is developed and maintained by HIS vendor,
McKesson. IS does have the rights and access to ||| GczINzNGNGEGEGEGEG -
_ done, IS follows the documented procedures -
|

Page 9 of 10



Memorial Health System HIS Application IT Audit
Office of the City Auditor

OBSERVATION 7 — QUALITY CONTROL REVIEW OF SYSTEM CHANGES

Testing of changes to the system was accomplished by the System Support Analysts. The testing did not
include the involvement of data owners/users.

Unauthorized or inappropriate changes could result in unpredictable business solutions that might not
meet the users’ requirements.

AUDITOR’S RECOMMENDATION
We recommend that system changes be tested and approved/signed off by the data owner/users before
changes are implemented into the production environment.

MEMORIAL’S RESPONSE

Customer and user acceptance testing is included in the validation of application upgrades,
modifications, and enhancements. IS receives confirmation and status of testing ||| lffrom the
user.
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CiTYy CouNciL’s OFFICE OF THE CiITY AUDITOR

COLORADO SPRINGS, COLORADO

About our Office

The mission of the Office of the City Auditor is to provide City Council with an independent,
objective and comprehensive auditing program for operations of the City. Our auditing
program includes:

e Evaluating the adequacy of financial controls, records and operations
e Evaluating the effectiveness and efficiency of organizational operations

e Providing Council, management and employees objective analysis, appraisals, and
recommendations for improving systems and activities

The Office of the City Auditor is responsible for auditing the systems used by the City of
Colorado Springs and its enterprises, including Colorado Springs Utilities, Memorial Health
System, and Colorado Springs Airport. We perform a variety of audits for these entities,
including financial audits, performance audits, contract audits, construction audits, and
information system audits. We also perform follow-up on a periodic basis to monitor and
ensure management actions have been effectively implemented.

Authorization and Organizational Placement

Our audits are conducted under the authority of Chapter 1, Article 2, Part 7 of the Colorado
Springs City Code, and more specifically parts 703, 705 and 706 of the Code. The Office of the
City Auditor is structured in @ manner to provide organizational independence from the
entities it audits. This independence is accomplished by the City Auditor being appointed by
and reporting directly to the City Council.

Audit Standards

This audit was conducted in accordance with the International Standards for the Professional
Practice of Internal Auditing, a part of the Professional Practices Framework promulgated by
the Institute of Internal Auditors. The audit included interviews with appropriate personnel
and included such tests of records and other supporting documentation as deemed necessary
in the circumstances. We reviewed the internal control structure and compliance tests were
performed. Sufficient competent evidential matter was gathered to support our conclusions.

City Hall ¢ 107 North Nevada Avenue ¢ Suite 200 ¢ Mail Code 1542
Colorado Springs, CO 80903
Tel 719-385-5991 ¢ Fax 719-385-5699 ¢ Reporting Hotline ¢ 719-385-2387
www.SpringsGov.com/OCA
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