~*%\ 2014 Office of the City Auditor
Annual Accomplishments

Date: April 9, 2015
To: President King, President Pro-Tem Bennett, City Council, and Citizens
Re: 2014 Accomplishments Report

The Office of the City Auditor provides value to the citizens of Colorado Springs by providing
an independent, objective, and comprehensive review of the operations of the City and its
enterprises. We evaluate financial controls along with the efficiency and effectiveness of
operations. We look for ways to improve systems and activities. The results of these reviews
(audits) are reported publicly on our website. Denny L. Nester, City Auditor

2014 was a very good year for the Office of the City Auditor. After receiving recognition for achieving full compliance with
auditing standards during a peer review in January, the Office provided staffing for three other peer review teams. | led a
team reviewing the San Diego Airport Internal Audit Office. Other staff members performed peer reviews for Multhnomah
County, Oregon and the University of Northern Arizona. By participating in peer reviews, we are able to assure the citi-
zens of Colorado Springs that their Office of the City Auditor is in full compliance with audit standards and the program
also allows our staff to develop while serving on peer review teams.

The Office continued to support local professional organizations such as the Colorado Springs Chapter of the Associa-
tion of Certified Fraud Examiners, the Colorado Springs Institute of Internal Auditors, and the Public Agency Audit Lead-
ers Roundtable in Denver. The Office is a registered CPE sponsor with the National Association of State Boards of Ac-
countancy (NASBA). We helped minimize the cost of providing CPE for each entity by sharing the cost of the sponsor-
ship. Staff from our Office participated in these organizations as officers and Board Members. We also continued our
involvement in national associations such as the Association of Local Government Auditors.

| am extremely proud of the staff who work in our office. | encourage you to check out the names and credentials listed
on the back of this report. Every auditor has at least one professional certification. These certifications are evidence of
the quality staff that has been assembled. The public may recognize designations such as CPA (Certified Public Ac-
countant), but there are others that are just as relevant to the work we do. These certification include Certified Internal
Auditor (CIA), Certified Fraud Examiner (CFE), Certified Government Audit Professional (CGAP), Certified Information
System Auditor (CISA), Project Management Professional (PMP), Certified Construction Industry Financial Professional
(CCIFP), Chartered Global Management Accountant (CGMA), and others.

On the following pages, you will find information about some of the audits that were issued in 2014. We have intentional-
ly reduced the length of the reports to make them easier to read. While the final reports may be shorter, we have not
compromised the quality of the work performed. We continue to follow audit standards and report publicly to enhance
the transparency of our local government.

Respectfully submitted,

e

Denny Nester, MBA, CPA, CIA, CFE, CGAP, CGFM
City Auditor
Learn more at coloradosprings.gov/oca

City Council’s Office of the City Auditor @ 107 North Nevada Ave., Suite 205, Colorado Springs, CO 80903




Auditing for the community understanding

The administration of public pensions and their associated fund-
ing is an area of growing concern around the country, with citi-

zens, employees, and government management struggling to find
objective answers backed up with verifiable data.

Over the course of a year, the Office of the City Auditor examined
the various pension plans our city employees and current retirees
are participating in. The report (#14-26) is presented in a question "
and answer format designed to be objective and to provide verifia
ble data detailing what pension plans are used by the City and
who controls them, the financial health of those plans, what is be-
ing done to improve the overall health of the plans, how those
plans compare to the private sector, and what the total costs are
that are paid by the city.

“..ensure
management
actions have
been effectively
implemented.”

City Council’s Office of the City Auditor

The mission of the Office of the City Auditoris ~ The Office of the City Auditor is responsible for
to provide City Council with an independent, auditing the systems used by the City of
objective, and comprehensive auditing program  Colorado Springs and its enterprises, including
for operations of the City. Our auditing program  Colorado Springs Utilities. We perform a variety

includes: of audits for these entities, including financial
+Evaluating the adequacy of financial controls, ~ 2udits, performance audits, contract audits,
records, and operations construction audits, and information system
+Evaluating the effectiveness and efficiency of ~ audits. We also perform follow-up on a periodic
organizational operations basis to monitor and ensure management
+Providing Council, management, and actions have been effectively implemented.

employees objective analysis, appraisals,
and recommendations for improving
systems and activities

Internship program

In the last quarter of 2014, the Office of the City
Auditor was able to begin an internship pro-
gram, providing paid opportunities for selected
local university students to invest time in hands-
on learning about professional auditing as an
occupation. Intern candidates go through the
application and interview process just like other

City employees, and once hired, help set goals
for both working and learning.

In the office, interns contribute by participating in
entry level auditing work, which allows the office
to distribute work requiring more experience to
the seasoned auditors.

This program is continuing into 2015.




Taking care of business

The Office of the City Auditor is divided into three groups:
Financial, Performance, and Information Technology. Be-
low is a list of the audits and studies completed by each
group in 2014.

Financial Group Audits: Utilities Rates Audits to include Gas
and Electric Cost Adjustments; Electric Cost of Service Study;
Water Shortage Tariff; Housing Development; Executive Limi-
tations 4 and 7 at Utilities; Claims Reserve and Workers’ Com-
pensation Funds; Municipal Court Fines; Utilities Credit and
Collection; Development Review Enterprise; Utilities Cash Re-
ceipts; City Pensions; Airport Food Vendor Contract Compli-
ance; Utilities Allocation and Load Study; Utilities Unemploy-
ment Compliance.

Performance Group Audits: Drake Scrubber; 2013 SDS Mon-
itoring; External Report on E-11 - Enterprise Risk Manage-
ment; Utilities Purchasing Card; Municipal Court Judge; Airport
Parking; Nixon SO, Scrubber Procurement; TOPS Fund.

Information Technology Audits: Utilities SharePoint; City
Data Center; City Sales Tax Application; City Council Travel
Reimbursement.

In addition to the audits that result in public reports, we
performed projects that did not result in a report. For
example, we assisted the external financial auditors of
both the City and Colorado Springs Utilities. We also
attended City Council, Utilities Board, and other commit-
tee meetings to monitor activities and provide assistance
when appropriate. We also monitored the changes that
are occurring in Information Technology.

Y

The Audit Committee assists City Council in fulfilling oversight responsibilities for the City’s financial
reporting processes, systems of internal control, compliance with legal and regulatory requirements,
and internal and external audit processes, including those for all of the City’s enterprises.

The 2014 Audit Committee was composed of three members of City Council and three members from
the business community. Meetings are generally held on the third Thursday of each month at City

Hall.

Auditing for added value

Auditing is something that happens quietly, consciously
maintaining independence from other departments. One of
the ways this is important to the citizens of this community
is in working to protect resources by offering suggestions
for improved performance. An example of this concept at
work in 2014 was found in an audit of Municipal Court
(report #14-16).

Municipal Court management found the data contained in
the report useful, which led them to request additional
analysis. The auditors were able to provide information
demonstrating trends in time, number of cases, and use of
court facilities quarterly and by day of the week over a
three year period to allow the court to better plan for use of
facilities and judges’ time.




Staffed for success in 2015

Denny Nester, MBA, CPA, CIA, CFE, CGAP, CGFM, City Auditor

Jacqueline Rowland, CPA, CFE, PMP, Assistant City Auditor
Sally Barber, CPA, CFE, Financial Audit Supervisor

Vickie Classen, CPA, CIA,CGAP, CGMA, PMP, Performance Audit Supervisor

Dale Rickard, CISA, CDP, IS Audit Supervisor

Shawn Alessio, CPA, CFE, Auditor

Jennifer Carpenter, CPA, CIA, CFE, Auditor

Megan Fees, CIA, Auditor

Natalie Lovell, CCIFP, PMP, Auditor

Patricia Nashleanas, MBA, MSA, CPA, CIA, CFE, Auditor
William Patterson, CPA, Auditor

Mark Stidd, MSMI, CISA, IS Auditor

Fraud hotline

The Office of the City Auditor operates a fraud hotline inviting employees and the public to report suspected fraud,
waste, or abuse of City, Utilities, or Airport resources. Waste and abuse can include improper or misuse of authority,
property, equipment or records, waste of public funds, or other irregularities. Fraudulent acts might include
misappropriation of funds, accepting or seeking anything of material value from consultants, contractors, or vendors,
stealing City property, disclosing confidential information to outside parties, or profiteering as a result of insider

knowledge of City activities.

In 2014, the fraud reporting program for the Office of the City Auditor received 36 inquiries. Of those, five issues were
reviewed with City of Colorado Springs management for response. The remainder were not related to City resources
and, consequently, were referred to the Colorado Springs Police Department or to other state and federal agencies.

A Duty to Report (ADTR)

Report anonymously online using a web-based form at
coloradosprings.gov/fraudreporting

The telephone hotline’s caller ID has been disabled to
allow for anonymous reporting. 719-385-ADTR.

The Hotline PO Box provides another way to anony-
mously report fraud, waste and abuse. Address mail to:
Denny Nester, City Auditor
P.O. Box 2241
Colorado Springs, CO 80901

E-mail is never truly anonymous, but may be sent to
CityAuditManagement@springsgov.com.




